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1.0 Purpose

11

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

This document is a guideline designed to affecbralerly response to a crisis. It
should not replace sound judgment nor jeopardiees#ifiety of responding
personnel.

To provide rapid dissemination of accurate and dmated information to the
public in the event of an impending or actual publkealth emergency.

To identify public and private partner agencieg thauld be involved in
releasing public health information.

To determine primary and backup communication teldgy and
methodologies to provide information to the genpagulation and those with
special needs.

To provide sample messages for events with highgiity or impact such as
distribution of mass medications from the Stratégational Stockpile (SNS).

To establish processes for flow of information fretaff to the communications
team.

To coordinate clear and consistent messages amatsuiubased on the best
available information at that time.

This plan should be used in conjunction with ergtemergency operations and
response plans.

This plan is intended to be used as a guide ansl watereplace sound judgment
nor anticipates all situations and contingencies.

2.0  Planning Assumptions

2.1

A significant event, disaster or other emergency neguire public health to
provide health information to state and local goveental officials, the public
and/or the medical community.
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2.2

2.3

2.4

2.5

2.6

Rumors and misinformation places public health saddty in jeopardy,
increases lack of credibility, and detracts frosoardinated response.

Timely release of public information is essentaptotect the public’s health
and safety, to reduce fear, and to gain publicidente in the agencies
responding to the event.

Coordination of the messages through a media centlint Information
Center (JIC) is necessary to provide clear, camsishessages to the public.

Multiple methods of message delivery are necedsamyach all segments of the
community.

Public confidence in public health instructionsiecessary to prevent spread of
disease, reduce crowding of healthcare faciliieiyer treatment and provide
other responses to the emergency.

3.0 Concept of Operations

3.1

General Policies

3.1.1 Detailed, honest, accurate and timely situationatgslwill be provided
to the public.

3.1.2 The public will be informed about what is and ig koown, within the
bounds of the law.

3.1.3 Messages will be coordinated with other relatedegoment, public and
private agencies to the maximum extent possible.

3.1.4 Messages will be disseminated through multiple neldnt mediums
(print, broadcast, web sites) to ensure receiglbmembers of the
public.

3.1.5 Messages will be reviewed for ease of use by peradth special needs
including, but not limited to the blind, hearingpaired, non-English
speaking, elderly, etc.

3.1.6 Specific public protective actions will be providetienever possible.
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3.1.7 All communication will be targeted to achieve aformed, aware and
calm public.

3.1.8 Confidentiality of patient information will be mdained.
3.2  Operation Modes
3.2.1 Normal Operations

3.2.1.1 During normal operations, the Division of Publicaia’s
(DPH) Office of Health and Risk Communications (OE)R
manages communications with the public and media.

3.2.1.2 The DPH Director, who serves as the State Healfic€df
(SHO), is the recognized authority on health matpartaining
to the state. The State Health Officer or a de=ggan the final
authority for approval of all information releasedhe public
or media.

3.2.2 Emergency Operations

3.2.2.1 In the event the State Health Operations CenteOGHSs
activated, the Public Affairs Officer (PAO) oversdhe risk
communications function.

3.2.2.2 When the State Emergency Operations Center isaetythe
Delaware Emergency Management Agency Public Infaona
Officer (P10) coordinates media messages with w&rio
government agencies.

3.2.2.3 A Joint Information Center (JIC) - a facility fogancy PIOs to
gather to work as a team to organize briefings frovolved
agency officials - may be activated by the Goveorahe
Delaware Emergency Management Agency (DEMA) to
coordinate messages to the public. DPH may beested to
send a representative to this facility. (See DEIF 5)
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4.0 Participants
4.1 State
4.1.1 Governor’'s Press Secretary
4.1.2 Department of Health and Social Services
4.1.2.1 Secretary’s Office
4.1.2.2 Division of Public Health
4.1.2.3 Division of Substance Abuse and Mental Health

4.1.2.4 Office of the Chief Medical Examiner

4.1.2.5 Department of Health and Social Services (DHSShEter
Coordinators

4.1.3 Department of Safety and Homeland Security
4.1.3.1 Delaware Emergency Management Agency

4.1.4 Department of Agriculture

4.1.5 Department of Natural Resources and Environmental @Gntrol
4.2 Federal

4.2.1 U.S. Department of Homeland Security

4.2.2 Centers for Disease Control And Prevention (CDC)

4.2.3 Dover Air Force Base
4.3 Local

4.3.1 Local Governments

4.3.2 County and Local Emergency Management Agencies
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4.4  Private
4.4.1 Delaware Hospitals
4.4.2 Media
5.0 Responsibilities
5.1 Governor’'s Press Secretary
5.1.1 Activates the Joint Information Center (JIC).

5.1.2 Manages the Joint Information Center under thectioe of the
Governor.

5.2  Department of Health and Social Services
5.2.1 Secretary’s Office

5.2.1.1 Approves communications during normal operations.
5.2.1.2 Provides liaison to Joint Information Center, ifiaated.

5.2.2 Division of Public Health

5.2.2.1 Develops, maintains, tests and activates, as ragesse
Crisis and Risk Communications Plan. Trains dtaff
responsibilities as identified in the Crisis angdIRi
Communication Plan.

5.2.2.2 Maintains and tests redundant communication systems
Maintains and updates quarterly 24 hour contacrmétion
for each agency’s public information contact (agesdsted in
Section 4.0 and Communication Standard Operating
Guideline).

5.2.2.3 Acquires and maintains necessary forms, supplids an
equipment for implementation of the Crisis and Risk
Communication Plan (See Tabs E—Forms and Tab F—
Equipment and Supplies Checklist).

5.2.2.4 Provides information packets during exercises enes/
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5.2.2.5 Develops preparedness material and coordinatesagessvith
appropriate disciplines.

5.2.2.6 Assesses situation, identifies information resogirdevelops
materials and press releases, and releases appnagsages to
the media and public.

5.2.2.7 Serves as primary spokesperson for public heatres

5.2.2.8 Maintains emergency contact directory of state igubl
information officers.

5.2.2.9 Maintains emergency contact directory of hospitdllfc
information officers.

5.2.2.10Maintains contact directory of media contacts.

5.2.2.11Annually completes a needs assessment to ideatifgt
audiences (i.e. first responders, medical praaigis, etc.).

5.2.2.12Activates and staffs DPH’s Call Center, as necgssar

5.2.2.13Recommends activation of a Joint Information Cetdd¢he
Governor’s Office and Delaware Emergency Management
Agency, when appropriate.

5.2.3 Division of Substance Abuse and Mental Health

5.2.3.1 Reviews draft public messages for content, in lmjtépecific
emergency, with particular attention to culturalsavity,
receipt by audience, and content, whenever posdibke
purpose of this review is to reduce panic and éar meet
public needs. This process will not impede theasteof the
message.

5.2.3.2 Participates in State Health Operations Center velotimated.
5.2.4 Office of the Medical Examiner

5.2.4.1 Reviews draft public messages related to infornmagiod
instructions about mass fatalities.

5.2.4.2 Participates in State Health Center Operationagasged.
5.2.5 DHSS Disaster Coordinators

5.2.5.1 Participate in conference calls.

5.2.5.2 Provide input on meeting needs of their respedimmts and
staff.

5.2.5.3 Keep their Division Directors informed of the event
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5.2.5.4 Provide support (staffing, facilities, equipmerit.eas
available to meet emergency needs.

5.3 Department of Safety and Homeland Security
5.3.1 Delaware Emergency Management Agency

5.3.1.1 Activates Emergency Support Function (ESF) 5, agssary.
5.3.1.2 Activates Joint Information Center as necessary.
5.3.1.3 Activates the Emergency Alert System (EAS), as ssasy.

5.3.1.4 Provides support to DPH in informing the publicadfiealth
emergency.

5.4  State, Federal and Local Government Agencies

5.4.1 Coordinate directly with the DPH Office of HealthcaRisk
Communications during potential public health ereejes and
preparedness activities.

5.4.2 Coordinate with DPH for content of public healthss&ges through the
State Health Operations Center (SHOC), State Emeyg®perations
Center, ESF 8 desk staffed by DPH or Joint Inforoma€enter during
emergencies.

5.5 Delaware Hospitals

5.5.1 Coordinate emergency public health messages with DRhe
maximum extent possible.

5.6 Media Representatives

5.6.1 Receive invitations to participate in briefings;lunding those held by
the Joint Information Center (JIC.
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6.0 DPH Staffing

(See Tab D—Job Action Sheets of this plan for irchilial Job Action Sheets and also see the
SHOC Plan)

6.1 The Incident Commander:

6.1.1 Serves as the primary Public Health spokespersbmby assign
additional spokespersons to provide:

6.1.1.1 Subject matter expertise.

6.1.1.2 PIO support at multiple simultaneous events (i.assn
vaccination clinics).

6.1.2 Operates from the SHOC.

6.1.3 May be called upon to report to the State Emergémmsrations Center,
Joint Information Center, or field site, dependargthe situation.

6.2 SHOC Section Chiefs:

6.2.1 Review and sign off on all public information/neveseases prior to
final approval by the Incident Commander/State Hhe@lfficer, when
feasible and as appropriate.

6.2.2 Designate a Subject Matter Expert (SME) to serva i@source for the
PAO.

6.2.3 Operate from the SHOC when SHOC Level 3 is declared
6.3  The Public Affairs Officer:

6.3.1 The Chief of Health and Risk Communications wilfmally assume
different roles during an emergency but typicaliyl serve as the PAO.
When necessary, this person can also function lakcRaoformation
Officer in the Media Center or JIC, if activated.

6.3.2 Oversees all risk communication preparedness #esvior public
health emergencies.

Page 10 of 71

Crisis and Risk Communication Plan
Final, July 2008 Document Control #: 35-05-20/08/05/14b
Division of Public Health, State of Delaware



6.4

6.5

6.6

6.7

6.3.3 Serves as part of the Incident Command Group ardcsees all DPH
risk communications during emergencies. Activitredude the Call
Center, Delaware Health Alert Notification (DHANyssem, media
relations, and message preparation for public icatibn.

6.3.4 Operates from the SHOC when SHOC level 3 is dedlare
6.3.5 Establishes a media log.

The Public Information Officer (PIO):

6.4.1 Acts as spokesperson to the media for the SHOC.

6.4.2 Fields questions during news conferences and pes\agpropriate,
cleared answers or coordinates with the SHOC tuigecan appropriate
answer as soon as reasonably possible.

The Public Information Support Staff:
6.5.1 Reports to the PAO.

6.5.2 Writes press releases, responds to media callsfan®news reports,
and performs other media related tasks as dirditede PIO.

The Call Center Officer:

6.6.1 Reports to the PAO.

6.6.2 Operates from the Call Center.

6.6.3 Coordinates with other Call Centers such as Delawksip Line.
6.6.4 Oversees all call center activities and staff.

The Call Center Operators:

6.7.1 Report to the Call Center Officer.
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6.7.2 Provide scripted information to the public.

6.7.3 Schedule appointments and perform other taskssistastizens during
an emergency as required.

6.7.4 Operates from the Call Center when activated.
6.8  Spokespersons:
6.8.1 The primary spokesperson is the Incident Commander.

6.8.2 Subject matter experts such as the Medical Dirent@tate
Epidemiologist may participate in briefing and imews.

6.8.3 The DHSS PAO serves as primary DHSS spokesperdbe dbint
Information Center.

6.8.4 Additional DPH spokespersons will be trained antll v available for
operations at multiple sites such as mass vacoimattes or
neighborhood emergency help centers.

6.9 The SHOC Medical Unit Leader:

6.9.1 Serves as part of the Planning Section and refmtte Planning
Section Chief.

6.9.2 Provides medical information for press releases.
6.9.3 Operates from the SHOC after declaration of SHQ€II8.
6.10 The SHOC Communication Unit Leader:

6.10.1 Serves as part of the Logistics Section and reportise Logistics
Section Chief.

6.10.2 Provides technical support in distribution of mggsthrough various
media such as DHAN, web sites, Call Center, etc.
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6.10.3 Provides communications equipment, computers, andectivity
required to support PIO and staff operations.

7.0 Methods of Public Communication
7.1 Press Releases:

7.1.1 Should accurately inform the public of health enesigy and
recommendations; and

7.1.2 May be partially pre-written and approved.

7.1.3 Examples of DPH press release styles are in Tab i@ssiRelease
Samples and Preparation Template along with theapation template.

7.2  Public Service Announcements may be pre-recordessages.
7.3  The Delaware Health Alert Network (DHAN) is:

7.3.1 The notification system used to contact and proinémation to
various communities, especially the medical comyuni

7.3.2 Used during normal and emergency operations; and
7.3.3 Serves as a duplicate or non-emergency back-uprayst
7.4  Press Briefings
7.5  Public Meetings
7.6  Town meetings

7.7 Media Interviews
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7.8 Call Centers:
7.8.1 Delaware Help Line
7.8.2 DPH Call Center
7.9 Leaflets will be created to provide specific infaton.
7.10 Radio/Emergency Alert System (EAS) when authoripedctivation/use:

7.10.1 Delaware Emergency Management Agency or local gowent is
authorized to activate EAS.

7.11 Cable TV:

7.11.1 Weather Channel Crawlers (as authorized by Dela®arergency
Management Agency).

7.11.2 City of Wilmington Station (as authorized by Wilngilon Emergency
Management Agency).

7.11.3 Message crawlers activated.
7.12 Radio:
7.12.1 DELDOT 1380 (Contact DELDOT Traffic Management Gaint
7.12.2 Wilmington CityRadio 1060 (Contact City of Wilmirat P10).
7.13 Newspapers
7.14 Internet/Intranet/Electronic Bulletin Boards sushstate web sites.

7.15 Highway message signs (Contact DELDOT Traffic Maragnt Center for
use).

7.16 Ham radios, broadband (Contact Delaware Emergeranyalgement Agency,
State Emergency Operations Center to coordinade use
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7.17 Fact Sheets

7.17.1 Over 300 fact sheets are located on the DPH welsist are also
available in Spanish.

7.17.2 Fact sheets for most health emergencies are loocatédte CDC'’s
website atvww.cdc.gov

7.17.3 SHOC Public Affairs staff will be provided with aDCcontaining all fact
sheets, templates, and approved health messages.

7.18 Neighborhood Canvassing:
7.18.1 Volunteers
7.18.2 Community Emergency Response Teams (CERT)
7.18.3 Citizen Corps
7.18.4 Delaware Medical Reserve Corps (DMRC)
7.19 Investigative Response Task Forces:

7.19.1 Are part of SHOC Planning Section and may congispalemiologists,
toxicologists, environmental health specialist,sas; etc.; and

7.19.2 May be part of the Initial Damage Assessment tecoosdinated by
state or local emergency management agencies tasf plae disaster
declaration process.

8.0 Preparedness

8.1 The Office of Health and Risk Communications idiesi key people within
public health agencies, and partner organizatidms meed to be trained on the
crisis and risk communications procedures andglais.
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8.2

8.3

8.4

Target audiences (i.e., affected population, ndeetdd population, first
responders, medical practitioners, etc.) are ifledtby the Office of Health
and Risk Communications Chief through a needs assad, which is reviewed
annually.

Developing Sample Messages:

8.3.1 For each target audience, the Office of HealthRis#t Communications
Chief assures that messages are developed to eesig of special
populations and are reviewed by behavioral heaHlibtgioners to assure
messages avoid unintended meanings, as appropriate.

8.3.2 Pre-Incident press releases and fact sheets dtedifar the most
common scenarios identified in the needs assessamdneviewed by
the appropriate authorities.

8.3.3 Aresource manual or PIO ‘go kit will be compiléat use in an
emergency with all relevant information for messpggparation and
media notification.

8.3.3.1 The manual will be updated quarterly by the Offi¢¢lealth
and Risk Communications.

8.3.3.2 The manual will contain emergency contact listghvail
available phone numbers, pager numbers and e-odnésses
for all public health key staff, partner agenciad anedia
outlets.

8.3.4 The Office of Health and Risk Communications Clastablishes a
procedure for partner communication during an eerery that includes
methods of contact and frequency of contact.

Message Validation:

8.4.1 Subject Matter Experts, mental health practitionsesior public health
staff and, as necessary, government officials ansulted regarding
content of messages.

8.4.2 Pre-disaster/event focus groups may be conducteEstonessages with
representative samples of each target audience.
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8.5

8.6

8.7

8.4.3

Information on isolation and/or quarantine procedwshould be vetted
through law enforcement and legal advisors befelease.

Legal Evaluation: The DHSS Deputy Attorney Generidll provide legal
review when requested.

Media Relations Development:

8.6.1

8.6.2

The Office of Health and Risk Communications c@tas and maintains
working relationships with the media through reguilpdates, training
sessions, or email broadcasts.

The Office of Health and Risk Communications preg basic
overview for all media contacts on public healttoke in crisis
situations or during exercises.

Call Center

8.7.1

8.7.2

8.7.3

8.7.4

8.7.5

8.7.6

The Call Center is established by DPH, as necesaady

It consists of up to 48 telephone lines that thiglipunay call for
information regarding the incident or health infatmon.

Citizens can call to confirm or deny health rumad)edule an
appointment, seek health information, etc.

Employees needed to staff call centers are idedtiih advance and
given appropriate training on equipment and procesiu

Just-in-time training can also be provided by tladl Center Unit
Leaders and the SHOC training staff.

Interpreter Corps members will augment Call Cestaff, as needed, to
aid those callers who do not speak English.
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9.0 Response

9.1

9.2

9.3

9.4

Plan Activation:

9.1.1 This plan can be activated at the direction ofStete Health Officer,
but is automatically activated when the SHOC isvated at Level 1 or
higher and during a declared state of emergency.

9.1.2 The Public Health Director can activate this pldmewever any hazard
specific plan is implemented.

The PAO will seek information about the incidentuation verification) from
varying sources internally and externally. The mnfation will be obtained from
reliable sources and confirmed Subject Matter Bsper

Conduct Notifications:

9.3.1 The Chief of Health and Risk Communications witmdify appropriate
spokesperson(s) (if not the PAO) and Subject M&tigrerts for the
event.

9.3.2 The State Health Officer will coordinate with thA® and SHOC
Section Chiefs to determine the need for activatiba call center
and/or staff recalls.

Conduct Crisis Communications:

9.4.1 The PAO has primary responsibility for implementthgs plan,
checking on progress, fielding questions and cars;eonducting
appropriate updates, and other tasks, as needed.

9.4.2 The PAO provides feedback on response operatidosnation
activities and public perceptions to the Incident@nander.

9.4.3 The PAO communicates new developments to the pahlicto
responders as directed and needed.

9.4.4 The PIO will distribute a press release announ8H@C activations
and the purpose of the activation, as appropriate.
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9.4.5 The PIO establishes a media relations area (ialbsence of a Joint
Information Center) and either holds press confegsror issues a media
release as early in the event as possible, butare fanger than one
hour.

9.4.6 Press conferences are scheduled regularly and acedto the media.
The PAO briefs the PIO that will conduct the pressference on the
details of the incident and the public health mgedhat needs to be
conveyed to the public.

9.4.7 The media, and thus the public, will be updateckgular intervals
throughout the event.

9.4.8 The PIO will disseminate messages and fact shieetagh appropriate
redundant mediums to reach affected communitiearttier agencies.

9.4.9 House-to-house canvassing may be necessary. TheniR&Qvork
through the state and local emergency managementes involved to
coordinate activities with partner organizations.(law enforcement,
fire, National Guard).

9.4.10 The PIO will share information regarding sheltengcuation, public
health warnings, and other critical instructionpad of media
messages.

9.5 Preparation and Approval of Information to be Reésh

9.5.1 Draft press releases are updated by the PAO wihaet and current
event information.

9.5.2 Draft messages are reviewed and approved by SHOtBE hiefs, as
appropriate, prior to review and approval by thadant Commander.

9.5.3 Changes will be made to message text as necessatii@new message
text will then be resubmitted for review and finalease.

9.5.4 The PAO will track the time from initial messagevdlmpment until its
release. Public notification of health events stidnd made within one
hour of the onset of the emergency, per CDC gwdsli
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9.5.5 The PAO will coordinate with the SHOC for reprodantprinting of
any media or information that needs to be disset@éhto the public.

9.6 Inquiries:

9.6.1 All inquiries received from the news media, goveemtnagencies or
private agencies and will be referred directlyite PAO. Sections or
units within the SHOC will coordinate with the PA@fore
independently releasing or acting as spokespens@mezrgency related
information.

9.6.2 If the inquiry cannot be directly referred to thi®Pthe person receiving
the inquiry will:

9.6.2.1 Record pertinent information related to the inquinth any
sources quoted including names, phone numberssited) etc.

9.6.2.2 Ensure that the contact information for the indixatlinquiring
is collected to include name, agency, phone num{odfise
and cell), email address, date and time, deadtine f
information, etc.

9.6.2.3 Obtain a news release deadline for radio, TV, neyspor
websites for a response.

9.6.2.4 Enter the information in the media log establishgdhe PAO
for the PAO/PIO to review as soon as possible.

9.7  Subject Matter Experts:

9.7.1 Upon notification of an emergency situation, eagttisn or unit
administrator will designate a Subject Matter EX8ME) to serve as a
resource for the PAO, as appropriate, depending®type of crisis.

9.7.2 The name and contact information of the SME wilrékerred through
the section/unit administrator to the PAO.

9.7.3 The PAO is responsible for reviewing the incomiegvs media
inquiries and determining if SMEs within the SHO@ aeeded to
review and provide input/response to the inquiries.
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9.8

9.9

9.7.4 SMEs will utilize a variety of internal and exteflsaurces including the
CDC to provide advice and assure the validity efitiformation
provided to the PAO.

9.7.5 Information gathered by the PAO is shared with ptodlaborating
agencies, as necessary, and as directed by tlieeicCommander prior
to release to the original inquiring news mediatoa designated news
conference.

9.7.6 Activities to verify and approve information for lpliic release are
coordinated through collaborative relationships agBIOs from public
health, emergency management, law enforcementstateflocal
governmental authorities. This may be accomplighealigh the
activation of a Joint Information Center (See setti0.0).

Approved press releases and public health infoonatiessages will be
released to media and community partners utilizsggcted and appropriate
forms of communication. (See Section 7.0, MethafdBublic Communication)

Monitoring Messages:

9.9.1 The PAO and support staff will track the publicatend broadcasting of
public health messages released to the public.

9.9.2 Based upon public reaction and events taking plaessages will be
reviewed and updated at regular intervals.

9.9.3 When possible, messages and education will be cwieadl to be
consistent, clear, and be based on the best alaitdbrmation.

10.0 Joint Information Center/Interagency Coordination

10.1

General:

10.1.1 Interagency coordination of messages is conduatethply through the
activities of the Joint Information Center (JIChewn activated.

10.1.2 The Joint Information Center will be activatedlat tiscretion of
Delaware Emergency Management Agency or the Gover@dfice, in
accordance with DEOP ESF 5.
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10.1.3 For an event at the Salem/Hope/Creek Nuclear PBVaat, the Joint
Information Center will be located in Salem, Newséy.

10.2 Staffing:

10.2.1 Joint Information Center staff will consist of PlOstheir designees
from federal, state, local agencies as authorizetthd Delaware
Emergency Management Agency Director or the Gové&sirress
Secretary or lead federal agency.

10.2.2 The Joint Information Center may also include adstiative staff,
Subject Matter Experts and information technologppeort staff as
necessary to prepare and disseminate messagesrews media, the
public and internal/external agencies in an aceusatl timely fashion.

10.3 Procedures:

10.3.1 Designated staff will report as soon as possilleviong notification of
the Joint Information Center activation.

10.3.2 A schedule will be established to ensure adequatece®verage to
sustain 24 hour operations for the duration ofethent.

10.3.3 Once the Joint Information Center is operationidinadia contacts and
information will be handled through the JIC to emsimformation is
distributed consistently and accurately.

10.3.4 The Joint Information Center will draft, coordinagéend distribute
messages regarding the event and direct work cetatthe release of
information to the media, public, and partners.

10.3.5 The Joint Information Center will provide updatediie Emergency
Operations Center staff and all local, state, &uldfal partners, as
outlined in this plan.

10.3.6 A draft of proposed communications will be presdrteother partners
represented in the Joint Information Center. Inpilltbe solicited for
possible message improvements. The PIO shouldi¢ighlthe portion
of the message that requires specific consideration
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10.3.7 The ESF 8 Spokesperson at the Joint InformationeCevill:

10.3.7.1Ensure that public health issues related to thegeney
situation are addressed.

10.3.7.2Disseminate information on the causative agentithessues,
need for any travel restriction, evacuation, isolator
quarantine.

10.3.7.3Coordinate requests for spokespersons and SubgteM
Experts with PAO at SHOC.

10.3.7.4Assist in issuing media credentials.

10.3.7.5Address other local/regional information requestated to the
situation that require distribution to the media &me general
public.

10.3.7.6Develop, coordinate and manage websites as required

10.3.7.7Provide support to the communications team afteretrent
(i.e., mental health, human resources, etc.).

10.3.7.8Maintain a log of internal/staff/stakeholder/metdesalth
inquiries.

10.3.7.9Maintain contact with the media and update medrdani lists.

11.0 Plan Maintenance

11.1 This plan will be reviewed and updated annuallyh®y Office of Health and
Risk Communications with support and oversight fiinn DPH Preparedness
Section.

11.2 Immediately after an event, the Chief of Officer#alth and Risk
Communications and his/her staff will perform a goehensive post-event
evaluation of the public affairs function.

11.3 After review, the evaluation team will:

11.3.1 Develop a list of strengths, weaknesses, opporésniand threats or
impacts on the Crisis and Risk Communication Plan.

11.3.2 Determine if there are training issues involvedif policies and
procedures need to be revised.
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11.3.3 Forward recommendations to the DPH Preparednes®®éar
inclusion in exercise after-action report and atheo programmatic
consideration.

11.3.4 Revise the current Crisis and Risk Communicatian pased on the
above analysis.

12.0 Training, Exercise and Evaluation
12.1 All staff will receive annual training related tioetir position.

12.2 The plan will be tested and evaluated annuallygidie Office of Domestic
Preparedness (ODP) evaluation tools.

12.3 “Just-in—time” training will be provided throughelOffice of Health and Risk
Communications Chief and/or the SHOC training tmitpublic affairs team
members.

12.4 Specialized training such as Interpreter Corpsitngiwill be scheduled at
time(s) to be determined.

12.4.1 The Office of Health and Risk Communication will p@vided with a
current list of Interpreter Corps members annually.

13.0 Tabs
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Tab A—References

The following references were used in preparatiathis plan.
1. Delaware Emergency Operations Plan (DEOP)
2. Delaware Public Health Emergency Directory
3. State Health Operations Center Plan
4. Communications and Emergency Notification Standpdrating Guidelines
5. National Response Framework
Other:

6. Burke, Thomas, PhD, MPH. “Introduction to Risk Coonmitation”. (PowerPoint
presentation).

7. Rowitz, Louis. Public Health Leadershipudbury, MA: Jones and Bartlett, (2001).

8. Chess, Caron. “Encouraging Effective Risk CommuiocaGovernment: Suggestions
for Agency Management”, Environmental Communicatt@search Program, New
Jersey Agricultural Experiment Station, Cook CadleButgers University. (December
1987).

9. Communicating in a Crisis: Risk Communication Glirtes for Public Officials, U.S.
Department of Health and Human Services, (2002).

10. Communication in Risk Situations: Responding to@menmunication Challenges
Posed by Bioterrorism and Emerging Infectious DssgsaASTHO, (April 2002).
http://www.astho.org/about/productions/workbook.htm

11.“Communicating the Value of Local Public Health Agees in Bioterrorism and
Emergency Preparedness”, NACCHO, Burness CommuomnsatSutton Group,
January 15 — 16, 2004, Washington, DC.

12.Covello, Vincent, Ph.D., Effective Risk Communicais: The Role and Responsibility
of Governmental and Nongovernmental Organizati¢gsthor and co-editor with D
McCallum and M. Pavlova), New York: Plenum PublighiCo, (1989).

13.Covello, Vincent, Ph.D. The Social and Cultural €muaction of Risk(Co-author with
B. Johnson), in B. Johnson and V Covello (eds.st@@ Reidel. (1987).
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14.Crisis and Emergency Risk Communications. Offic€ommunication Centers for
Disease Control and Prevention. October 2002 n#dlaGA.
http://www.cdc.gov/communication/emergency/feattfitf¥ .htm

15.Don’t Hazard a Guess: Addressing Community Healihgeérns at Hazardous Waste
Sites, NACCHO, (undated).

16.Emergency Communication Plan Overview, WashingtiateSDepartment of Health,
(3/22/04).

17.Emergency Response Communication Plan, Missourafegnt of Health & Senior
Services, (December 18, 2003).

18.General Public Relations Communication Procedur€Xi&is and Emergency Risk
Communication Plan, Office of the Commissioner &d&tgency Preparedness &
Response Programs, Virginia Department of Healtbg(st 2003).

19.Goldman, Lynn, MD, MPH. “Take Home Messages: Comitations of Risk”.
(PowerPoint presentation).

20.Improving Dialogue with Communities: A Risk Commaaiion Manual for
Government, Division of Science and Research, Neaey Department of
Environmental Protection, (1989).

21.Myth and Reality Fact Sheets: “Risk Communicatiand “Working With Reporters”,
Rutgers.

22.Sandman, Peter M, Ph.D. Responding to Communitya@e: Strateqies for Effective
Risk CommunicatiorfFairfax, VA: American Industrial Hygiene Associati), (1989).

23.Severe Acute Respiratory Syndrome (SARS). Supple@e@ommunication &
Education, Appendix G1: Fact Sheet; G2 Media Rateti Joint Information Center.
Center for Disease Control & Prevention. (Retrie8£28/04).
http://www.cdc.gov/ncidod/sars/guidance/G/appl.htm
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Tab B—Glossary

All Hazards Plan Refers to a plan that is develdpdake rapidly adapted to any type of
emergency resulting from various hazards.

CDC Centers for Disease Control and Prevention
DEMA Delaware Emergency Management Agency
EMA Emergency Management Agency

EOC Emergency Operations Center

EOP Emergency Operations Plan

JiIC Joint Information Center

JIS Joint Information System

OHRC Office of Health and Risk Communications
PAO Public Affairs Officer

PIO Public Information Officer

SME Subject Matter Expert

SHOC State Health Operations Center
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Tab C—Press Release Samples and Preparation Tempat

--THIS IS AN EXERCISE -

Delaware Health and Social Services PRESS RE LEASE

Division of Public Health

FOR IMMEDIATE RELEASE Vincent P. Meconi Jay Lynch
Secretary Communications Director
(302)255-9037- Office
Jay.Lynch@state.de.us

Reporters’ contact: (302) 744-4704
DHSS-04-08

PUBLIC HEALTH CONFIRMS ANTHRAX

Delaware’s Division of Public Health (DPH) annouddeday that a female patient at Wilmington
Hospital has been diagnosed with inhalation anthénce inhalation anthrax does not occur naturally
DPH alerted the Federal Bureau of InvestigationlFBovernor Ruth Ann Minner’s office, and the
Delaware Emergency Management Agency (DEMA).

The patient, in her 30s, was admitted to Wilmingttospital June 7 with rapidly progressing
respiratory illness. The State Public Health Labany confirmed inhalation anthrax on June 10.
Further investigation is ongoing.

The symptoms of inhalation anthrax include ilinsssilar to severe influenza. This lasts 2-3 dayith w
coughing, chest pain, sore throat, mild fever, feiaches and tiredness. Symptoms may improve
briefly before quickly worsening to severe breaghimoblems and shock.

Anthrax is not transmitted person-to-person. Anthgpores can live in the soil for many years and
humans can become infected by handling or eatitegtied animal products or by inhaling an airborne
form. Anthrax can be sprayed from any containeabépof producing a very fine mist. It has alsorbee
used to contaminate mail.

Delaware Health and Social Services is committed to improving the quality of the lives of
Delaware's citizens by promoting health and well-being, fostering self-sufficiency, and
protecting vulnerable populations.

#H#
--THIS IS AN EXERCISE —
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--THIS IS AN EXERCISE —

. Delaware Health and Social Services PRESS RE LEASE

Division of Public Health

FOR IMMEDIATE RELEASE Vincent P. Meconi Jay Lynch
Secretary Communications Director
(302)255-9037- Office
Jay.Lynch@state.de.us

Reporters’ contact: (302) 744-4704
DHSS-04-09

ANTHRAX PATIENT DIES
SHELTER-IN-PLACE RECOMMENDED BY DPH

A Delaware woman diagnosed with inhalation antty@sterday died today at 8:20 a.m., Delaware’s
Division of Public Health (DPH) reports. Inhalatianthrax does not occur naturally and can be fatal.

Effective immediately, DPH advises residents toagnat their homes or workplaces until further
notice, unless they are experiencing symptomstalation anthrax. If symptomatic, they should répor
to their nearest Emergency Department.

DPH asks the public to watch local television newBsten to radio news reports for further detaihsl
instructions.

The symptoms of inhalation anthrax include illnsissilar to severe influenza. This lasts 2-3 dayith w
coughing, chest pain, sore throat, mild fever, feaches and tiredness. Symptoms may improve
briefly before quickly worsening to severe breaghimoblems and shock.

The deceased patient, in her 30s, was admittedltoigton Hospital June 7 with rapidly progressing
respiratory illness. She was employed by Finari@saik Corp (FBC) in Wilmington. FBC employees
800. The Federal Bureau of Investigation (FBInigeistigating.

Anthrax is not transmitted person-to-person. Anttspores can live in the soil for many years and
humans can become infected by handling or eatiiegted animal products or by inhaling an airborne
form. Anthrax can be sprayed from any containeabspof producing a very fine mist. It has alsorbee
used to contaminate mail.

For more information, Delawareans can visit the Dihsitewww.dph.org/Operation Diamond
Shield or they can call the DPH Call Center at 1-888-3956.

Delaware Health and Social Services is committedhroving the quality of the lives of Delaware’s
citizens by promoting health and well being, faseeself-sufficiency and protecting vulnerable
populations.
#Ht#
--THIS IS AN EXERCISE —
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Template for Press Statement

If the media is "at your door" and you need timassemble the facts for this initial press relesa®ement, use
this template for pre-prepared, immediate resptmseedia inquires. Getting the facts is a prioritys important
that your organization not give in to pressurednfitm or release information before you have aonéition from
your scientists, emergency operations center, etc.

The purpose of this initial press statement istewger the basic questions: who, what, where, whhis.
statement should also provide whatever guidanpessible at this point, express the association and
administration’s concern, and detail how furthdoimation will be disseminated. If possible, thatsment
should give phone numbers or contacts for moreinédion or assistance. Please remember that thigldte is
meant only to provide you with guidance. One tertaplaill not work for every situation.

FOR IMMEDIATE RELEASE
CONTACT: (name of contact)

PHONE: (number of contact)

Date of release: (date)

Headline—Insert your primary message to the public

Dateline (your location)—Two to three sentencesdbihg current situation

Insert quote from an official spokesperson demaiisiy leadership and concern for victims.

Insert actions being taken.

List actions that will be taken.
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List information on possible reactions of publiddamays citizens can help.

Insert quote from an official spokesperson provjdieassurance.

List contact information, ways to get more inforioat and other resources.
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Tab D—Job Action Sheets

Public Affairs Officer

Deputy Public Affairs Officer

Joint Information Center Officer

Joint Information Center Administrative Support
News Media Monitor

Call Center Officer

Call Center Shift Lead

Call Center Operator

Public Affairs Support/Spokesperson

Public Affairs Administrative Support

Note: See SHOC Plan for additional Job Action Sh&etmation
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PUBLIC AFFAIRS OFFICER

JOB ACTION SHEET

To coordinate official media operations to inclyxess releases, monitoring the news media for rsimo
and operations of the Call Center as describduei@tisis and Risk Communication Plan

NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 2—Localized Event, Potential Statewide Impact

Review assigned Job Action sheet.

Review previously prepared press releases fapheific event.
Make necessary maodifications, as needed.

Prepare new press releases based on specific éveotdinate
with Section Chiefs. Obtain the Incident Commaisdepproval.

Level 3—Statewide Emergency

Receive appointment from Incident Commander, ifdome in
Level 2.

Review assigned Job Action sheet, if not doneswvel 2.

Put on identification vest.

Ensure that all news and other media releasesardinated with
Section Chiefs and obtain approval of the Incid@mnmander.

When needed, activate staffing for the:
A) Joint Information Center
B) Call Center

Attend initial briefing by the Incident Commander.

Send the Joint Information Center Officer to the, i established

Test operations of cell and landline phones; ifsesl pagers, and
e-mail addresses that are known.

Provide appropriate telephone numbers, fax numbersil
addresses, and other contact information to thes meedia,
hospitals, State EOC, and other agencies, as needed
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DATE/TIME
TASK DONE

TASK
DESCRIPTION

REFERENCE

Coordinate assignment of staff personnel for ngifress
releases, monitoring the media, and organizingspresferences.

Review, revise, and coordinate changes to existcgsheets
and drafts, as appropriate.

Identify relevant fact sheet for immediate releassting the on
website, and use by the Call Center.

Review and ensure the currency of the public médron posted
to the website. Remove outdated information.

Develop initial incident information for media, aseded.

Ensure that the Call Center has been establisite @perational

Coordinate activities between PIOs assigned t@alCSHOC.

Coordinate with the Incident Commander, as neddaahtain
information for use in preparing press releases.

Submit actions to EOC event log.

Start P1O events log if at an alternate location.

Delaware Health Alert Network (DHAN) Bulletins
A) Implement procedure to distribute DHAN information

B) Receive initial DHAN message from CDC. Forward
Planning Section for review.

C) Help write, review, and approve HAN messages.

D) Ensure that the State Health Officer has approiled a
HAN messages.

E) Record receipt and transmission of all HAN alerts.

F) Establish a listserv for distributing health alégdsiew
partners.

G) Regquest simplified message to give to call takers

to
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DATE/TIME
TASK DONE

TASK
DESCRIPTION

REFERENCE

Demobilization

Forward all documents and working papers to thHe €A
Documentation Unit including copies of any electcarecords
generated as part of the emergency response. Ggnéra
information should be relevant to:

A) Expense recovery.
B) Equipment and supplies leased or purchased.

C) Intelligence (non-classified) or other data thagsarts
decisions made during the event.

D) Copies of all official communications generated
during the event including Health Alert Network
communications.

E) Purchase orders, contracts, and inventory recpres
and post incident).

Provide a summary report to the Incident Commariderdent
Command Group staff, section chiefs, branch dirscgroup

supervisors, and unit leaders on the number ofpedeases, the

number and types of news media to which the infdionmavas
released, the locations by ZIP Code, if known hefhews
media’s base of operations, and the requesteddrsyuof
distribution or broadcast.

1

Provide copies of the names of staff and hourg Warked to
the IAP & Documentation Unit.

Provide copies of the worker's compensation claimos staff
to the IAP & Documentation Unit.

Provide a summary report to PHPS about the stisrajtand
deficiencies in the response for the AAR. Inclsdggestions tg

correct the deficiencies, when appropriate.
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DEPUTY PUBLIC AFFAIRS OFFICER

JOB ACTION SHEET

1.) To assist the Public Affairs Officer in their digie
2.) To maintain oversight over the Call Center andJiet Information Center (JIC).

NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level —Heightened Assessment

Review assigned Job Action Sheet.

Schedule a conference call with the Incident Condag sections
chiefs and back ups if you are made aware of anteoe
participate in the Incident Commander’s confererate

Coordinate updates of contact information of SHsEf and
supporting agencies.

Level 2—Localized Event, Potential Statewide Impact

Notify the Call Center and JIC Officers of alddtas based on thy
nature and complexity of the event. Based on &here and
complexity of the event, recall or place them @mdtby.

1%

Level 3—Statewide Emergency

Sign in at assigned location.

Review assigned Job Action Sheet.

Put on green identification vest.

Receive briefing from Public Affairs Officer.

Record all activities in incident log.

Ensure scheduled breaks and relief is being hdndle

Brief staff and obtain information for updatedrnoident
Commander.
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DATE/TIME
TASK DONE

TASK
DESCRIPTION

REFERENCE

Maintain communication with Public Affairs Officer
A) Provide routine progress reports
B) Attend briefings

C) Communicate requests for equipment, supplies, and
personnel

Demobilization

Forward all documents and working papers to tHe &A
Documentation Unit including copies of any electcarcords
generated as part of the emergency response. Ggnéra
information should be relevant to:

A) Expense recovery.
B) Equipment and supplies leased or purchased.

C) Intelligence (non-classified) or other data thaisarts
decisions made during the event.

D) Copies of all official communications generatediagr
the event.

E) Purchase orders, contracts and inventory recoreésafpd
post incident).

Ensure that costs of DPH operations during an tesen
submitted for reimbursement, if applicable.

Provide copies of the names of staff and hourkeato the
IAP & Documentation Unit.

Provide copies of the section’s worker's compeansaind other
insurance claims to the IAP & Documentation Unit.

Provide a summary report to PHPS about the stnsrayid
deficiencies in the response for the AAR. Inclsdggestions tg

correct the deficiencies, when appropriate.
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JOINT INFORMATION CENTER OFFICER
JOB ACTION SHEET

1) To represent the Division of Public Health at th@.J
2.) To prepare information for release.
3.) To provide information to the Incident Commandexttis received through the JIC.

NAME:
DATE:
Sl sesemmnon
Level 3—Statewide Emergency
Review assigned Job Action Sheet.
Inform the Public Affairs Officer of the locatiai the JIC.
Make sure information, if not distributed by theblkc Affairs
Officer, is approved by the Incident Commander.
Provide a summary report to the Public Affairsi€ff after each
release of JIC information of the following:
A) Primary agency for whom the information was reldase
B) The intended audience
C) New media to which the information was released, (TV

radio, printed, etc.)
D) Information that might impact DPH
E) Time the JIC will release updated information.

Brief the Incident Commander on any informatioceieed
through the JIC.
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DATE/TIME TASK
TASK DONE DESCRIPTION REFERENCE
Demobilization
Forward all documents and working papers to thHe €A
Documentation Unit including copies of any electcarecords
generated as part of the emergency response. Ggnéra
information should be relevant to:
A) Expense recovery.
B) Equipment and supplies leased or purchased.
C) Intelligence (non-classified) or other data thagsarts
decisions made during the event.
D) Copies of all official communications generated
during the event including Delaware Health Alert
Network communications.
E) Purchase orders, contracts and inventory recorés (p

and post incident).

Provide copies of information released by thetdl@he Incident
Commander and Public Affairs Officer.

Provide a summary report to the Incident Commaaddr
Public Affairs Officer on the impact that informarti released by
the JIC had on DPH operations.

Provide copies of the names of staff and hourg Warked to
the IAP & Documentation Unit.

Provide copies of staff’'s worker’'s compensatiod ather
insurance claims to the IAP & Documentation Unit.

Provide a summary report to PHPS about the stisraftand
deficiencies in the response for the AAR. Inclsdggestions tg

correct the deficiencies, when appropriate.
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JOINT INFORMATION CENTER (JIC) ADMINISTRATIVE SUPPO RT

JOB ACTION SHEET

1.) To perform administrative duties necessary to sttghe Incident Commander, the
Public JIC Officer, and the JIC Staff.

2.) To prepare written documents when requested.

JIC Administrative Support staff can be assignethéocommand post, section, group, and/or
unit. Assigned duties will vary.

NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Perform duties as assigned.

Assist JIC Officer and JIC Staff with documentitigegpects of
the event.

Establish message log and ensure that the JICeDféceive
critical messages.

Ensure that all written documents of the eventarg to the IAP
& Documentation Unit as scheduled.

Demobilization

Provide a summary report to PHPS about the strergjtand
deficiencies in the response for the AAR. Inclsdggestions tg

correct the deficiencies, when appropriate.
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NEWS MEDIA MONITOR
JOB ACTION SHEET

To monitor the news media for accurately disseneth&PH information and rumor control.

NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION c

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Obtain copies of all press releases by the Putifairs Officer
and/or the JIC.

Monitor electronic and printed news media for aacy.

Monitor electronic and printed news media for rusno

Inform Public Affairs Officer of inaccurate infoation or rumors.

Demobilization

Forward all documents and working papers to tHe €A
Documentation Unit including copies of any electcarecords
generated as part of the emergency response. Ggnéra
information should be relevant to:

A) Equipment and supplies leased or purchased.

B) Intelligence (non-classified) or other data thaimurts
decisions made during the event.

Provide a summary report to the Incident Commaaddr
Public Affairs Officer on the number of news mesdaurces
monitored, the frequency of monitoring, the basfoimation
provided in the message, the city and state in lwthie news
source was based, and the accuracy of the infasmati

Provide copies of the names of staff and hourkeato the
IAP & Documentation Unit.
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CALL CENTER OFFICER

JOB ACTION SHEET
1.) To manage SHOC Call Center Operations.
2.) To train call takers.

NAME:
DATE:
DATE/TIME TASK

REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Put on identification vest.

Attend briefings by Public Affairs Officer.

Establish the Call Center. This center shoulthlmbose proximity
to SHOC, but not contiguous to the SHOC.

Assess current status of:
A) Internal and external telephone system
B) Internet access

C) Report the results of the assessment to the Public
Affairs Officer.

Coordinate with the Public Affairs Officer to obstdhe script
containing authorized information to be releaseithégpublic and
medical community.

Activate and staff the Call Center.

Make recommendations for the hours of operatiothie Call
Center.
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DATE/TIME TASK
TASK DONE DESCRIPTION REFERENCE
Provide training and materials for all call takexduding:
A) Restrictions on information.
B) Use of pre-established medical reporting forms to
document all medical information required to béechl
in.
C) Use of pre-established message forms to document|al

communication.
D) Accessing outside resources.
E) Documentation of calls.
F) Recording calls that pose questions without answers

G) Directing calls from the media to the Public Af&air
Officer.

Provide quality control of Call Center staff.

Ensure call takers receive all public informatapproved for
release and all DHAN bulletins.

Provide the Call Center’s telephone number andshoiu
operations to the Public Affairs Officer for releas the news
media.

Report at shift changes:
A) Number of calls when the Call Center is operating.

B) Distribution of calls over time, specifically peak
periods.

C) Number of staff handling calls.

Notify Public Affairs Officer about recurring rumeand
guestions that are not addressed in call script.

Direct calls from those who wish to volunteer &phDPH staff
the Call Center, NEHCs, or other operations tdthman
Resources Branch.

Identify the number of telephone lines to be openal and
make necessary requests for the establishmentddfcathl
telephone lines.

Observe all staff for signs of stress and prowdk nourishment,
rest periods, and relief.

Remind personnel to clean up work areas duringatip@s and
upon termination of the Call Center.
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DATE/TIME
TASK DONE

TASK
DESCRIPTION

REFERENCE

Demobilization

Forward all documents and working papers to tHe €A
Documentation Unit including copies of any electcarecords
generated as part of the emergency response. Ggnéra
information should be relevant to:

A) Expense recovery.

B) Equipment and supplies leased or purchased.

C) Intelligence (non-classified) or other data thagsarts

decisions made during the event.

D) Copies of all official communications generated
during the event.

E) Purchase orders, contracts, and inventory recpres
and post incident).

Provide a summary report to the Incident Commariderdent
Command Group staff, section chiefs, branch dirscigroup
supervisors, and unit leaders on the number otaldirs used,
the types of calls handled, the locations, by Zt#el€ from
which the calls originated, and the final dispasitof the calls.

Provide copies of the names of staff and hourkeato the
IAP & Documentation Unit.

Provide copies of the worker's compensation aherot
insurance claims to the IAP & Documentation Unit.

Provide a summary report to PHPS about the stisraftand
deficiencies in the response for the AAR. Inclsdggestions tg

correct the deficiencies, when appropriate.
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CALL CENTER SHIFT LEAD
JOB ACTION SHEET

1) To provide oversight and assistance to SHOC Caité&eéOperators.
2) Conduct Just-In-Time training prior to each shift.
NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Assist the Call Center Officer in providing Justilime training
and materials for all call takers including:

A) Restrictions on information.

B) Use of pre-established medical reporting forms to
document all medical information required to béechin.

C) Use of pre-established message forms to docunient al
communication.

D) Accessing outside resources.
E) Documentation of calls.
F) Recording calls that pose questions without answers

G) Directing calls from the media to the Public Affair
Officer.

Provide quality control of Call Center staff.

Report to the Call Center Officer at shift changes:
A) Number of calls when the Call Center is operating.
B) Distribution of calls over time, specifically pepkriods.
C) Number of staff handling calls.

Observe all staff for signs of stress and providh nourishment,
rest periods, and relief.

Remind personnel to clean up work areas duringatioers and
at the end of each shift.

Demobilization
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DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Forward all documents to the Call Center Officedunling
copies of any electronic records generated asop#ne
emergency response including your summary repoéttseo
number and types of calls taken.

Provide a summary report to PHPS about the strerajtand
deficiencies in the response for the AAR. Inclsdggestions tg
correct the deficiencies, when appropriate.
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CALL CENTER OPERATOR

JOB ACTION SHEET

1.) To provide scripted information to the general bl
2.) To refer the public to the appropriate technicaisats when question go beyond the scripted

information.
NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Attend training session.

Log into computer call taking system

Report media calls to Public Affairs Officer.

Provide scripted answers to callers’ questiormward calls
related to questions beyond the scripted answeihetappropriate
agencies.

Notify Call Center Officer about recurring rumeansd questions
that are not addressed in scripted responses.

Clean up station during and after shift.

Demobilization

Provide a summary report to the Call Center Offadmout the
strengths of and deficiencies in the responsen®™NAR.
Include suggestions to correct the deficienciegrwh
appropriate.
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PUBLIC AFFAIRS SUPPORT/SPOKESPERSON
JOB ACTION SHEET

1.) To serve as DPH representative when appointed sody the Public Affairs Officer.
2.) Manage all press conferences and briefings whemtéid by the Public Affairs

Officer.
NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Sign in at assigned location.

Review assigned Job Action Sheet.

Put on identification vest.

Serve as representative and spokesperson for BelHexted by
the Public Affairs Officer.

Conduct press conferences and/or briefings atitbetion of the
Public Affairs Officer.

Present information developed by the JIC and ajgprby the
Incident Commander and the Public Affairs Officer.

Demobilization

Forward all documents to the IAP & DocumentatiamtU
including copies of any electronic records generatepart of
the emergency response. Generally, the informatmuld be
relevant to:

A) Expense recovery.
B) Equipment and supplies leased or purchased.

C) Intelligence (non-classified) or other data thaisarts
decisions made during the event.

D) Copies of all official communications generatediagr
the event including Health Alert Network
communications.

E) Purchase orders, contracts and inventory recoreésafid
post incident).
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DATE/TIME TASK

REFERENCE
TASK DONE DESCRIPTION

Provide a summary report to PHPS about the stisragid
deficiencies in the response for the AAR. Inclsdggestions tg
correct the deficiencies, when appropriate.
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PUBLIC AFFAIRS ADMINISTRATIVE SUPPORT
JOB ACTION SHEET

3.) To perform administrative duties necessary to sttgpe Incident Commander, the
Public Affairs Officer, and the Public Affairs Staf

4.) To prepare written documents when requested.

Public Affairs Administrative Support staff can &gsigned to the command post, section, graup,
and/or unit. Assigned duties will vary.

NAME:
DATE:
DATE/TIME TASK
REFERENCE
TASK DONE DESCRIPTION

Level 3—Statewide Emergency

Review assigned Job Action Sheet.

Perform duties as assigned.

Assist Public Affairs Officer and Public Affairs&dt with
documenting all aspects of the event.

Establish message log and ensure that the Pulfaa#\Officer
receive critical messages.

Ensure that all written documents of the eventarg to the IAP
& Documentation Unit as scheduled.

Demobilization

Provide a summary report to PHPS about the strerajtand
deficiencies in the response for the AAR. Inclsdggestions tg
correct the deficiencies, when appropriate.
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Tab E—Forms

Notification/Coordination Roster

Call Center Form

Template for Pre-prepared, Immediate Response thavequires
Anticipated Questions and Answers Worksheet

Message Development Worksheet

Emergency Risk Communication - Quick Planning Wheet
Site History Worksheet

Situation Overview Worksheet
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Notification/Coordination Roster
Use this worksheet to identify organizations ardhilduals who should be contacted/coordinated witthe event of an
emergency. Be sure to include both day and everontact information.

Group Notifications (check those that apply) Contat

Within CDC (depending on event) Who '(_'[;);';',/Evening)

Associate director for minority health

Associate director for science

Freedom of Information Act office

Information resources management office

Management analysis and services office

National Vaccine Program Office

Office of Global Health

Office of Health and Safety

Office of Women's Health

Epidemiology Program Office

National Center for Chronic Disease
Prevention and Health Promotion

National Center for Environmental Health

Office of Genetics and Disease Prevention

National Center for Health Statistics

National Center for HIV, STD, and TB
Prevention

National Center for Infectious Diseases

National center for Injury Prevention and
Control

National Immunization Program

National Institute for Occupational Safety an
Health

Public Health Practice Office

Other
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CALL CENTER Date Time

Nature of call:
Specific information contained in stock materials:

Disease or illness-related
Treatment-related
Prevention-related

Clarify recommendations
Current status of the incident
Hot topic 1

Hot topic 2

Request for referral:

For more health information
For medical attention

Other

Feedback to agency:

Complaint about specific contact with agency
Complaint about recommended actions

Concern about ability to carry out recommendedacti

am/gall taken by

Report possible cases or markers (e.g., dead foird§¥est Nile or increased absences from

place of employment)
Rumor or misinformation verification (briefly deguoe)

Outcome of call:
Calmed caller based on scripted information

Referred caller to:

Health expert outside the department

Personal doctor or health care professional
Emergency room

Red Cross or other non-government organization
FEMA or state emergency management agency

Action needed:
None
Return call to: Caller's name: Tebeghnumber:

Gender: M F

Return Call urgency:

Critical (respond immediately)
Urgent (respond within 24 hours)
Routine
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Template for Pre-prepared, Immediate Response to Mka Inquires

Use this template if the media is "at your doord gou need time to assemble the facts for thealntiess release
statement. Getting the facts is a priority. liniortant that your organization not give in togmere to confirm

or release information before you have confirmaffom your scientists, emergency operations cepter,The
following are responses which give you the necegdsae to collect the facts. Use "Template ford3re
Statement" for providing an initial press releasd¢esnent after the facts are gathered.

NOTE: Be sure you are first authorized to give outhe following information.

Date: Time: Approved by:

“We've just learned about the situation and are trying to get more complete information now. How can |
reach you when | have more information?”

“All our efforts are directed at bringing the situation under control, so I'm not going to speculate bout the
cause of the incident.” How can | reach you whentave more information?”

“I'm not the authority on this subject. Let me have (hame)call you right back.”
“We're preparing a statement on that now. Can | faxit to you in about two hours?”

“You may check our web site for background informaton and | will fax/e-mail you with the time of our
next update.”

This is an evolving emergency and | know that, juslike we do, you want as much information as posdi
right now. While we work to get your questions answred as quickly as possible, | want to tell you whave
can confirm right now:

At approximately (time), a (brief description of what happened)
At this point, we do not know the number of(persons ill, persons exposed, injuries, deatks) .et

We have a (system, plan, procedure, operatianplace for just such an emergency and we are beajn
assisted by(police, FBI, Emergency Operations Cenis)part of that plan.

The situation is(under) (not yet undegontrol and we are working with (local, State, Federaduthorities to
(contain this situation, determine how this haperietermine what actions may be needed by indalsdand
the community to prevent this from happening again)

We will continue to gather information and releaset to you as soon as possible. | will be back to yawithin
(amount of time, 2 hours or leds)give you an update. As soon as we have more domfed information, it
will be provided.

We ask for your patience as we respond to this engency.

Source: CDC Public Health Training Network satell@nd web broadcast CDC Responds: Risk Communicatid Bioterrorism December
6, 2001, Barbara Reynolds, CDC Crisis Communicaitan, Draft 1999.

Page 54 of 71

Crisis and Risk Communication Plan
Final, July 2008 Document Control #: 35-05-20/08/05/14b
Division of Public Health, State of Delaware



Anticipated Questions and Answers Worksheet

Use these worksheets to write anticipated questbosit a specific event; then develop appropriassvars for
the public and sound bites for the media.

Step 1 Review the following list of questions commonkkad by the media. The spokesperson should have
answers to these questions prepared and chang&wgsdaecessary throughout the duration of thescris

Questions Commonly Asked by Media in a Crisis (Covl®, 1995)

What is your (spokesperson’s) name and title?
What effect will it have on production and employrtie
What happened? (Examples: How many people wereeithjor killed? How much property damage
occurred?)

What safety measures were taken?

When did it happen?

Who is to blame?

Where did it happen?

Do you accept responsibility?

What do you do there?

Has this ever happened before?

Who was involved?

What do you have to say to the victims?

Why did it happen? What was the cause?

Is there danger now?

What are you going to do about it?

Will there be inconvenience to the public?

Was anyone hurt or killed? What are their names?
How much will it cost the organization?

How much damage was caused?

When will we find out more?
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Step 2 Using the Answer Development Model below, deafswers for the public and sound bites for the news
media in the space provided below the model. Twehack and check your draft answers against treemo
Don't forget that sound bites for the news mediautth be 8 seconds or less and framed for televjisaxdio or

print media.

Answer Development Model

In your answer/sound bite, you should... By...
Expresseempathy and caringin your first Using a personal story
statement Using the pronoun “I”

Transitioning to the conclusion

Limiting the number of words (5-20)
State aconclusion(key message) Using positive words

Setting it apart with introductory words,
pauses, inflections, etc.

At least two facts
Support the conclusion An analogy

A personal story

A credible 3rd party

Using exactly the same words as the first

Repeatthe conclusion :
time

Listing specific next steps
Includefuture action(s) to be taken Providing more information about
- Contacts

- Important phone numbers
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Question:

Response for Public:

Sound bite for Media:

Question:

Response for Public:

Sound bite for Media:

Message Development Worksheet

Step 1: Determine Audience, Message Purpose, aliveBeMethod by checking each that applies:

Audience: Purpose of Message: Method of delivery:

Relationship to event Give facts/update Print media release
Demographics (age, language, Rally to action Web release

education, culture) Clarify event status Through spokesperson (TV or in-
Level of outrage (based on risk Address rumors person appearance)
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principles) Satisfy media requests Radio
Other (e.g., recorded phone messag¢

Step 2: Construct message using Six Basic Emergdiesgage Components:

1. Expression of empathy:

2. Clarifying facts/Call for Action:
Who

What

Where

When

Why
How

3. What we don’t know:

4. Process to get answers:

5. Statement of commitment

6. Referrals:

For more
information
Next scheduled
update

Step 3: Check your message for the following:

Does your message use... Yes | No

positive action steps?

an honest/open tone?

risk communication principles?

simple words, short sentences?

Does your message avoid...

jargon?

judgmental phrases?

humor?

extreme speculation?
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Emergency Risk Communication - Quick Planning Work$eet
Site Name

Date

Site Team

Think about the people on your site team. Who aae what communication responsibilities?
(Do not forget about team members outside the aganich as state health and environmental
departments, community representatives, EPA, etc.)

Name, division, phone  Responsibilities/expertise

Situation OverviewAttach a site map)
Summarize the situation.
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Quick Planning Worksheet (continued)
Summarize the emergency risk situation.

What are the community’s main concerns?
Health

Environmental
Economic

Legal
Resources and Contacts

List the name, address, phone, and e-mail for thedey contacts.
State Health Department

Local Health Department

EPA Regional Representative

Page 61 of 71

Crisis and Risk Communication Plan
Final, July 2008 Document Control #: 35-05-20/08/05/14b
Division of Public Health, State of Delaware



Quick Planning Worksheet (continued)
Media

List the station/paper contact name, address, andhmne for the major media serving the
community.
Newspaper

Radio

Television

Audiences

List the three main audiences at the site, identifyhe contact, and summarize each
group’s concerns.

1.

2.

3.

Objectives (“what” you want to accomplish and handg it will take)

Determine your emergency risk communication objecties. Consider what behaviors,
knowledge, and attitudes of community residents yowant to influence.
1.

2.

3.

Messages

Write out your three main communication messages ahstick to them.
1.

2.

3.
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Quick Planning Worksheet (continued)
Strategies and Techniques

Outline your communication strategies (what you pla to do) and tactics (how you will do
it).
1.

Tactics
2.

Tactics
3.

Tactics
4.

Tactics
Timeline

Create a timeline for emergency risk communicatioractivities, including the responsible

party and due date.
Evaluation

Outline your plan to track your work against your original objectives.

Planning (formative) evaluation to test messagesnaaterials

Immediate impact (process) evaluation to reviewddoent activities conducted
Midpoint (outcome) evaluation to determine whetstgort-term objectives were met

Results (impact) evaluation to assess long-ternagnp

Source: Adapted fromATSDR Handbook 8-01
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Site History Worksheet

Attach a map of the site and its relationship tsidences, schools, parks, water sources, etc.
Key Facts
Past uses of site

Ownership of site

Employment at site

EPA involvement

Critical decisions and significant actions

Key dates in the future

Government Structure
Local government type

Key political players
Community’s past involvement with government/agesaci

Community Description
Geographic boundaries

Total population density
Commuting populations

Age distribution of residents
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Education level
Ethnic mix
Languages spoken
Socioeconomic status

Religious groups

Interests

Characteristics

______Immediate neighborhood _____Wildlife/natural resource areas
______Schools/childcare facilities _____ Community medical facilities

______ Community buildings (churches) _____Additional industries in area

_____ Office buildings/work facilities ______ Other potential sources of pollution

Parks and recreation areas
Community Concerns
Health concerns

Environmental concerns

Economic concerns

Legal concerns

Unmet needs for information, education, or training

Perceived lack of response to concerns
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What does the community know about the site?
What gaps exist in the community’s knowledge?
What does the community want to know?

What attitudes/beliefs do community members ho#d thaynegativelyaffect their
willingness to engage in preventive actions or camity collaborations?

What attitudes/beliefs do community members hodd thaypositivelyaffect their willingness
to engage in preventive actions or community caltabons?

What are community members doing that puts thensk®

What can community members do to protect themséioes site-related hazards?

Community Organizations and Contacts
Environmental

Business
Social

Religious

Community Leaders
Elected

Non-elected

Site Publicity
News coverage

Visibility of site
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Source: Adapted froATSDR Handbook 810
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Situation Overview Worksheet

Site Name Date

Summarize your knowledge of the situation, includjm brief site history, overview of work to date at

the site, and any unique circumstances of the iniggtion.
Type of Site

_____NPL Superfund _____ Department of Energy
____ Cooperative Agreement _____ Military Base

_____ Department of Defense ______ Brownfield
_____Minority Health _____Environmental Justice

Public Health Situation
Contaminants of concern detected

Environmental media with potential or known contaation

air sediment
soil biological (fish/game)
water
Residents on groundwater wells? yes no

Potential health effects

Suspected and/or documented health effects
Completed exposure pathways

Potential exposure pathways

Known exposures
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Tab F—Equipment and Supplies Checklist

Equipment:

Location

How to Obtain It

Q

Fax machine (pre-programmed for
broadcast fax releases to media and
partners)

U

Computers (on LAN with e-mail
listservs designated for partners and
media)

Laptop computers

Printers for every computer

Copier (and backup)

Several tables

Cell phones/pagers/personal data
devices and e-mail readers

Visible calendars, flow charts, bulletin
boards, easels

Designated personal message board

Small refrigerator

Paper

Color copier

A/V equipment

Portable microphones

Podium

TVs with cable hookup

VHS VCR

CD-ROM

o000 0000 00000

Paper shredder
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Supplies: Location How to Obtain It

Copier toner

U

Printer ink

Paper

Pens

Markers

Highlighters

Erasable markers

FedEx and mail supplies

Sticky notes

Tape

Notebooks

Poster board

Standard press kit folders

Organized B-roll beta format (keep
VHS copies around for meetings)

Formatted computer disks

Color-coded everything (folders, inks,
etc.)

Baskets (to contain items not ready |
be thrown away)

O

Organizers to support your clearance
and release system

Expandable folders (indexed by
alphabet or days of the month)

Staplers (several)

Paper punch

o000 00 0000000000000 0|0

Three-ring binders
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Supplies: Location How to Obtain It

Qa Organization’s press kit or its logo on
a sticker

Colored copier paper (for door-to-door
flyers)

Paper clips (all sizes)

oo O

Personal "go kit":

* sweater/sweatshirt
e rain gear

e ball cap
 comfortable shoes
e socks

e underwear

« gloves (cold climates)

e toothpaste/toothbrush, floss

e mouthwash

* deodorant

e brush/comb

e snacks (nutrition bars)

e bottled water

« other personal toiletries as
needed

Other Resources List

Services Contracts:
A media newswire
A radio newswire
Writers or public relations personnel who can augiyeur staff
Administrative support
A phone system/contractor to supply a phone meatudinects caller to level of information desired:
» General information about the threat
» Tip line, listing particular actions people canddk protect themselves
» Reassurance/counseling
» Referral information for health care/medical fagikvorker
* Referral information for epidemiologists or oth&wgeport cases
e Lab/treatment protocols
» Managers looking for policy statements for emplsyee

oo0oOoo

Page 71 of 71

Crisis and Risk Communication Plan

Final, July 2008 Document Control #: 35-05-20/08/05/14b
Division of Public Health, State of Delaware



